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Feature
Client
Demand
Datacenter
Operations
Scale
Failure

Machine loss

Enterprise/Intranet
Stable (small)
Single tenant
People (expensive)

Up via few reliable (expensive ) PCs

Unlikely but possible

Catastrophic

Present

Public/Internet

Dynamic (small > massive)
Multi-tenant

Automation (cheap)

Out via lots of (cheap) commodity PCs
Very likely

Normal (no big deal)
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tent
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Microservice Architecture overview
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Ill. Microservice Architecture (MSA)
MSA vs Monolithic

Microservices Approach Traditional Application

» Single app process or 3-Tier approach 3 Tier Approach
» Several modules

» Layered modules

Presentation services

Single App Process
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Ill. Microservice Architecture (MSA)
MSA vs Monolithic

Monolithic deployment approach Microservices application approach

A traditional application has App 1 + A microservice application
most of its functionality within a segregates functionality into
few processes that are . separate smaller services.

componentized with layers and - Scales out by deploying each
libraries. service independently with
Scales by cloning the app on multiple instances across
multiple servers/VMs servers/VMs

2 " _

Coarse-grained
density of

apps/services
. Pp

Need to deploy
the full
application
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MSA

context: ./services/nginx
ports:

- "8083:80/tcp"
depends_on:

- auth

- client

- mgtt
networks:

- frontend

- backend

client:
build:
context: ./services/client
expose:
- "gogo"
environment:
— BASE_URL=www.fakeurl.com
networks:
- frontend

auth:
build:
context: ./services/auth
expose:
- "5000"
environment:
- FLASK_APP=projects
- FLASK ENV=development

depends_on:
networks:
- backend

- DATABASE URI=postgres://postgres:postgres@aut

auth-db:

build:

context: ./services/auth-db
environment:

- POSTGRES_USER=postgres

- POSTGRES_PASSWORD=postgres
networks:

- backend

iot:
build:
context: ./services/iot
environment:
- FLASK_APP=projects
- FLASK ENV=development
- MONGO_DB_URI-mongodb://iot-db:2701
- MONGO_DB_USERNAME=root
— MONGO_DB_PASSWORD=password
- MONGO DB NAME=dev_ table
depends_on:
- iot-db
networks:
- backend

0~ o

©
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mgt
build:
context: ./services/mgtt
environment:
— APP_ENV=development
MQTT ENTRYPOINT=seujeum.iptime.org
MQTT PORT=15073
MONGO_DB_URI=mongodb://iot-db:27017
MONGOiDEiUSERNAME:rODt
MONGO_DB_PASSWORD=password
MONGO_DB_NAME=dev_table
depends_on:
- mgtt-broker
- lot-db
networks:
— backend

gtt-broker:
image: eclipse-mosquitte:latest
expose:
- "1883"
- "soo0L"
ports:
- "8081:1883/tcp”
tworks:
- backend

t-db:
image: mongo:latest
restart: always
expose:
- "27017"
ports:
- "8082:27017/tcp"
environment:
- MONGO_INITDB_ROOT_ USERNAME=root
— MONGO_INITDB_ROOT_PASSWORD=password
networks:
- backend

works:
frontend:
backend:
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MSA

context: ./services/nginx
ports:

— "8083:80/tcp"
depends_on:

- auth

- client

- frontend
- backend

client:
build:
context: ./services/client
expose:
- "goso"
environment:
- BASE_URL=www.fakeurl.com
networks:
- frontend

auth:
build:
context: ./services/auth
expose:
- "5000"

environment:
- FLASK APP=projects
— FLASK_ENV=development
- DATABASE URI-postgres:

ostgres:postgresfauth-db:5432/users dev

St

networks:
- backend

auth-db:

build:

context: ./services/auth-db
environment:

— POSTGRES_USER=postgres

— POSTGRES PASSWORD=postgre
networks: -

- backend

iot:
build:
context: ./services/iot
environment:
- FLASK APP=projects
— FLASK_ENV=development
- MONGO_DB_URI-mongodb://iot-db:27017
- MONGO_DB_USERNAME=root
— MONGO_DB_PASSWORD=password
— MONGO_DB_NAME=dev_table
depends_on:
- iot-db
networks:
- backend

@ J ;>

@ O O G0 @ CO O
o O o

0 W W

=

ngtt:
build:

context: services/mgtt

environment:
— APP_ENV=development
- MQTT_ENTRYPOINT=seujeum.iptime.org
- MQTT_PORT=15073
- MONGO DB _URI=mongodb://iot-db:27017
— MONGO_DB_USERNAME=root
— MONGO_DB_PASSWORD=password
- MONGO_DB_NAME=dev_ table
depends_on:
- mgtt-broker
- lot-db

networks:
- backend

mgtt-broker:
image: eclipse-mosquitto:latest
expose:
- "1883"
- "9001"
ports:
- "8081:1883/tcp™
networks:
- backend

iot-db:
image: mongo:latest
restart: always
expose:
- "27017"
ports:
- "8082:27017/tcp”

environment:
— MONGO_INITDB_ROOT_USERNAME=root
- MONGO INITDB ROOT PASSWORD=password

networks:
- backend

networks:
frontend:
backend:
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i master* £ Python 27.1564-bit @0 AD €}

x
L1]

requirements.txt s

£ requirements.tet
&
£ requirements.txt

4 SENSOR-CLOUD-APP

i

b wscode

4 services

vscode
migrations
b projects
b veny
.dockerignore
% Dockerfile
entrypoint.sh
= requirements.txt
b auth-db
b client
b client-flask
b client-vue-bak
4 ot
b projects
b veny
.dockerignore
& Dockerfile

entrypoint.sh

reguirements.txt
4 matt

b projects

b veny
.dockerignore
% Dockerfile
entrypoint.sh

manage.py

o

requirements.txt
b nginx

.gitignore

!' docker-compose-dev.yml

>71-ﬁ

H2lv) 0IS(G)

= requ
1

Ow1p) EHOEM =5EH

requirements.ixt - sensor-cloud-app - Visual Studio Code

irements.txt % © M - | F requirements.bxt %
alembic==1.8.3 1 Click==7.8
atomicwrites==1.2.1 2 Flask==1.8.2
attrs==18.2.8 E: Flask-Cors==3.9.7
=3.1.4 4 Flask-JWT-Extended==3.13.1
3l 5 5 itsdangerous==1.1.8
Click==7.8 6 Jinja2==2.1@
colorama==@.4.1 7 MarkupSafe==1.1.8
Flask==1.8.2 8 paho-mgtt .4.9
Flask-Bcrypt=—8.7.1 9 PyJWT==1.6.4
Flask-Cors==3.8.7 16 pymongo==3.7.2

Flask-JWT-Extended==3.13.1 11
Flask-Migrate==2.3.8 12
Flask-SQLAlchemy=—=2.3.2 13
itsdangerous==1.1.8 14
py==1.7.8

Jinja?==2.18

-1.0.7

= dHlA

pycparser==2.19
PyJWT==1.6.4 1
pytest==4.8.1 x J A
python-dateutilel . |@ D B I 9
python-cdg ==1.08.3 —

MarkuPSigge==1.1.0
more-itertol 4.3,
i1 .0
SULAlchemy==1.2.14

* MaIToB A MHlA

python-dateutil==2.7.5
i -11.8
ug==0.14.1

psycopg2==2.7.6.1

=4 =3 O¥1=s HOE
App running at:
- Local: 8888,
- Network: 8888,

£ requirements.ixt X 0D

1

paho-mgtt==1.4.8
pymongo==3.7.2

4: node Y 4+ M @ A~ x

£1,%1 ZW:4 UTFI6LE CRIF piprequirements Formatiing:X @& & '
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oEFE BHEE HFEYKE =22l oSG dyim HOEm =M requirements.ixt - sensor-cloud-app - Visual Studio Code - X
@ Eesl = requirements.txt % [i=" 2w S £ requirements.txt % oo £ requirements.ixt X s
4 M 9L HTT| 1 ¢ embic==1.8.3 e 1 Click==7.8 1 paho-mgtt==1.4.8
p 281 4 comicwrites==1.2.1 f Flask==1.8.2 4
¥ £ T TIT A coremeri 3 ttrs==18.2.0 3 Flask-Cors==3.@.7 3
4 =3.1.4 4 Flask-JWT-Extended==3.13.1
Rs e ) 5 3l 5 5 itsdangerous==1.1.8
121 £ requirements.tet services u 6 Click==7.8 6 Jinja2==2.18
1£3 7/ colorama==0.4.1 7  MarkupSafe-=1.1.8
® £ requirements.txt s u 8 Flask==1.8.2 8 paho-mgtt .4.9
4 SENSOR-CLOUD-APP : Flask-Bcrypt==0.7.1 9 PyJWT==1.6.4
[.] b vscose J ::2:?3:5;;@?&;——3 13.1 f p},:mong e ==
/) s -JWT- ==3.13. python-dateutil==2.7.5
g Flask-Migrate==2.3.8 12 i .11.8
I -l 3 Flask-sQLAlchemy—=2.3.2 13 ug==0.14.1
» pytest_cache 14  itsdangerous==1.1.0 14
b vscode 15 Jinja2==2.18
E » migrations 16  Mako==1.8.7
b projects iT !—Iar‘ku[JSa'Fe::i.l.i e
" 8 more-itertools==4.3.
4 Poveny : 19  pluggy-=8.8.8
.dockerignore u 20 psycopg==2.7.6.1
@ % Dockerfile L 21 py==1.7.8
entrypoint.sh 22 pycparser==2.19
= requirements.txt PE] PyJWT==1.6.4
b auth-db 24 pytest==4.8.7
D aTer 25 python-dats itil==2.7.5
b client-flask 4: p}.'tth_F AR
27  six==31i1.0@
»_client-vue-bak 28 SQLA chemy==1.2.14
4 ot 29 We xzeug==0.14.1
# projects 38
b veny
.dockerignore u
# Dockerfile u
entrypoint.sh &
= requirements.txt
4 mqtt
b projects
boven emglzs Owizz Eod 4:node Y+ M@ A %
.dockerignore u B
R T W compiled succes
entrypoint.sh App running at:
# managepy ] - Local:
= requirements.txt u
b nginx - D
.gitignore u
u

ﬁ I' docker-compose-dev.yml

> 7R

PP master* & Python2.7.1564-bit @0 A0 £1,%1 ZW:4 UTFI6LE CRIF piprequirements Formatiing:X @& & '
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o|&d TtHzt

ogr EEe 48 9% 27w oS Obim HoYm =8ZH) requirements.txt - sensor-cloud-app - Visual Studio Code
@ 47| = requirements.bxt ¥ w M e £ requirements.tdt ® oo
-] 1 alembic==1.8.3 1 Click==7.8

EPEE R
1

p pu b

X = requirements.txt services\auth

az2

¥ F

121 £ requirements.bxt serviceshiot
aAE3

4 SENSOR-CLOUD-APP
b vscode
4 services

4 auth

-

vscode

M =

migrations

-

projects
@- b veny
.dockerignore
@ & Dockerfile
entrypoint.sh
= requirements.txt
b auth-db
b client
b client-flask
b client-vue-bak
4 ot
b projects
b veny
.dockerignore
% Dockerfile
entrypoint.sh
= requirements.txt
4 maqtt
b projects
b veny
.dockerignore
% Dockerfile

entrypoint.sh

L]

manage.py

requirements.bxt
b mginx
-gitignore

!' docker-compose-dev.yml

e

T

£ requirements.txt services\maqtt

u

u

u

u
u
u
u

u
u
u

u
u

u
u

Pmaster* 5 Python27.1564-bit @0 A0 {3

2 atomicwrites==1.2.1
E attrs==18.2.8
=3.1.4

colorama==8.4.1

] Flask==1.8.2

5 Flask-Bcrypt==08.7.1
Flask-Cors==3.0.7
Flask-JWT-Extended==3.13.1
Flask-Migrate==2.3.8

13 Flask-SQLAlchemy==2.3.2
14 itsdangerous==1.1.8

1 Jinjaz—-2.1@
Mako==1.8.7

17 MarkupSafe==1.1.8

18 more-itertools==4.3.8
19 pluggy==0.8.0
psycopg2==2.7.6.1

21 py==1.7.8

22 pycparser==2.19
PyJWT==1.6.4
pytest=—4.6.1
python-dateutil==2.7.5
python-editor==1.9.3
.11.8

SSde daEN

six==

SQLAlchemy==1.2.14
Werkzeug==08.14.1

App running at:
- Local:
- Network:

Flask==1.08.2
Flask-Cors==3.8.7
Flask-JWT-Extended==3.13.1
Jinja2==2.10
MarkupSafe==1.1.8
paho-mgtt==1.4.8
PyIT==1 A 4
pymongo==3.7.2
python-dateutils -2.7.5
six==1.11.0@
Werkzeug==0.14.1

S5= EEN

— X
requiremedn sixt X .-
1 paho-mgtt==1.4.8
2 pymongo==3.7.2

4: node v 4+ M @ A~ %

£1,E1 2.4 UTF6LE CRIF piprequirements Formatting:X @& & '
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MSA B - AIE|A

PNPN-TRNEPE

= R — Rl X RZ - X R l 1 R
A 7( =
» ANH[A =3 M SLA)Y| [IHE AH| A ZHOR AlZE
Each service's SLA 1 service 2 services 3 services n services
99.99% 99.99%, 260s/mo 99.98%, 520s/mo 99.97%, 780s/mo 99.99"%, (n x 260s)s/mo

99.999% 99.999%, 26s/mo 99.998%, 52s/mo 99.997%, 78s/mo 99.999", (n x 26s)s/mo

= Web O]Z2|#|0[441 SQL DB7} A= AL Alz[d

M SQL Database

99.95% 99.99%

= SLA = 99.95% x 99.99% = 99.94%
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.

1 Inventory Service :
Inventory #1 S
[ Invenipry #2 Data store :

. »
----------------------------------------------------

llllllllllllllllllllllllllllllllllllllllllllllllllll
-

Orders Service :

o ! 42 Data store
Orders lers #3

Each service solves a domdih-_. -
specific problem & has exclusive
access to its own data store
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Data consistency 1issues

o/ ‘ My SQL

User #1 Elastic Load Balancing
My SQL DB instance #1
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Data consistency 1issues

User #2

Elastic Load Balancing

My SQL DB instance #1

My SQL DB instance #2

User #1

| - username

- email
- etc...

User #1

| - username

- email
- etc...
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Data consistency 1issues

Hoje| =2X| 2

My SQL User #1
- username
- email
- etc...

My SQL DB instance #1

My SQL User #1
- username
- email
- etc...

User #2 User #2

User #1 Elastic Load Balancing

- username

My SQL DB instance #2 - email

- etc...




IV. JSON Web Token (JWT) & Authentication
2) JWTEH?

= LAt B2 E(BS 7teh) HUES e SE ug AH 0|

— —

Encoded Decoded
eyJhbGc101JIUzIIN1IsInRS5c {
CI6IkpXvCI9. "alg": "HS256",
Il.t.y.pll : IIJWTII Header
h
. TIJVA950rM7E2cBab30R
MHrHDcEfxJjoYZgeFONFh7HgQ
HMACSHA256(
base64UrlEncode(header) + "." + |
base64UrlEncode(payload), Slgnature
secret
)

KPu



IV. JSON Web Token (JWT) & Authentication
2) JWTE?

» K7 =8H (Self-contained) EM 20| Stateless "9lF" MH|AON S&3IAH AIE 7ts

User sign-in (using id/password,

facebook, google, etc.) Authentication

Server

User authenticated, JWT
’ J
created, and returned to user

User e User passes JWT when -
{JWT}

making API calls

Application verifies and

processes AP call F
KFu



IV. JSON Web Token (JWT) & Authentication
Stateful? Stateless?

Stateless stream Stateful stream
processing processing

I_). 0 e 1

]

KPu



IV. JSON Web Token (JWT) & Authentication

Authentication & Session

Browser

Server
Post /user/login
body-{usemame, pw} . SESEiﬂn
stored in
Sends Cookie to browser server
{sessionld} memaory
Send authenticate req with 20
Check
cookie to
Sends response get user
info from
session

KPu



IV. JSON Web Token (JWT) & Authentication

Authentication & Session

Traditional Cookie-Based Auth

https://app.yourapp.com

Browser

POST fauthenticate

username=... Lpassword=.,,

https://app.yourapp.com

Server

HTTP 200 0K
Set-Cookbe: session=......

GET fapi/user
Cookie: session=_...

P

HTTP 200 OK
[ mame: “foo” )

find and
deserialize
SB58I0N

Modern Token-Based Auth

https://app.yourapp.com

Browser

POST fauthenticate
username=.. &password=...

https://api.yourapp.com

Server

=

HTTP 200 OK

{ token: . JWT..."}

GET fapi/user

Autharization: Bearer ... JWT ...
=i}

o
) validate token

HTTP 200 0K
[ name: "foa”}

KPu



IV. JSON Web Token (JWT) & Authentication

Authentication using JWT

@auth api.route(’/auth/login', methods=['POST"])
def login_user():
post data = request.get json()

email = post_data.get( 'email’)
password = post data.get('password')

logger.info{f ' 'Attempt login {email} {password}")

user = User.query.filter by(email=email).first()
if user and user.check_password(password): JWT EE— HEI'

auth_token = create access token(identity=user.id)

e 20 ME A =2
<A

if auth_token:
response_object['message'] = "Successfully logged in.'
response_object["auth_token"] = auth_token _—
porseomecEl st L = v ofzZlo E2 8& HUstH
return jsonify(response object), 288
else:
response_object[ 'message’] = 'User does not exist.'
return jsonify(response object), 484
except Exception as e:
logger .warn{f 'Unexpected error occured!"}
logger.warn(f ' 'err_log: {str{e)}')
response_object[ ‘message’] = f'Unexpected error occured!’
return jsonify(response object), 568
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Authentication using JWT

@iot_api.route('/iot/<string:topic»>', methods=[ 'GET"'])
@iot_api.route('/iot/<string:topic>/latest’, methods=["GET'])
@jwt_required
def get data single(topic}: O =
collection = mongo.db[topic] 11-_9_
response_object = {}
logger.info(f "get latest data {topic} in {collection}')
try:
data = collection.find one(sort=[("'_id', pymongo.DESCENDING)])

except Exception as e:
logger warn(f'{topic} cannot found. {collection}')
logger .warn(f'err_log: {str{e)}")
return abort(484)

date = data[’'_id'].generation_time.isoformat()
value = data[ "data’]
logger.info(f 'query {topic}: {date} {wvalue}')

response_object = {
"topic': topic,
‘data’: [
{
‘date’: date,
‘walue': value

return jsonify(response object), 260




IV. JSON Web Token (JWT) & Authentication
Authentication using JWT

. DE MH|ATUS 7

« 2T

NH ot 84 7=

. 28 MHE dwotX| Bl EZ

Auth Service
P
__d

Auth API

PostgreSQL

Postgre SQL instance

Shared Secret KEY

MQTT Service

—_—
—
-
-
—

MQTT DB API

MQTT Broker

(]
y

MQTT DB Service

MongoDB

KPu
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AMAR AEE

mobile client

loT thing sensor

0T thing generic

Auth Service

T

Auth API Postgre SQL instance

Client Service

T

MQTT Service

T

MQTT DB API

_m

Nginx Reverse Proxy

MQTT Broker MQTT DB Service

MongoDB




V. TZHE Zif
RESTful API

Auth Service

POST /auth/login E1QI 2[R E

POST /auth/register ALEXtAHE dH 2IRE

GET Jusers T AR =5 X2| 2IRE

GET Jusers/{user_id} EX AEX} HE X3 2tRE

loT Service

GET /iot/{topic}/latest EZI0f| CHSt %[ Al H|O|E E3

GET /iot/{topic}/{start_date}/{end_date} EI0f CH®t 7|ZIE H|O|E =3
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1 2-07T07: 54 :56+00:00",  "date”: TR 230000,

!

ER:21+00:00

“topic': "raspberrypi.temnp” ' : oo-oo,

=0 I

E00:007,

e-07TOT - 551 3+00:00"

SERC11+00:007,

THR 0800007

cER0E-00:007,
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A AHEAF 55 X9 21t

HA| AL 55 2% (0|2S) HA| ArEX 55 27 (21F)

< C (@ localhost8083/users < C @ localhost:8083/users

1

_ "ms9” : "Missing Authorization Header”

I
“active”I true,
idTo 1,

"username” > “ugser”
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@ mf| ol x| ClH O SEfE

[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits AUTER

Dashboard Home Service Status
v Ready. Detected Vue 2.5.17.

Restricted area, please login!

Q, Filter mutations Q, Filter inspected state

Base State 273 v state

isAuthencated: false
token: ""

getToken: "
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@ mf| ol x| ClH O SEfE

[w ﬂ Elements Console Sources Network Performance Memory Application Security Audits Vue

Dashboard Home Service Status

v Ready. Detected Vue 2.5.17 A D &
Raspberrypi Raspberrypi
B Raspbermypi Temp B Raspberrypi Humidity Q, Filter mutations Q, Filter inspected state o 0
29.50 20.80
Base State 80:25:50 ¥ state
i sAuth ted: t
30 45 3078 setToken 1s5AU encate rue
token: "eyl@eXA10iIKV1QiLCIhbGei0ilIUzIINiI9.eyIpYXQi0jEINDQYMDIwWNIMsIm51iZiI6MTUBNDIWMIAZMywianRpIjo]
v getters
29.46 2076
getToken: "eyl@eXAi0LIKV1QiLCINDGCiOiIIVUZIINIIG. eyIpYXQiO EINDQYMDINNIMSIMSLZiIEMTUBNDINMIAZMywianRp]
29.44 20,74 ¥ mutation
payload: "eyJ@eXAiOilKV1QiLCIhbGeiOilIUzIINII9.eyIpYXQi0]EINDQyMDTwNiMsImSiZi IEMTUBNDIWMIAZMywianRpL
type: "setToken™
20.42 2072

2940 » o o o 9 @ * 29 20 = 2070 o999 e o8 -
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